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Statement by the Information Commissioner's Office (ICO)
“The UK Government are seeking adequacy decisions from the European
Commission. In the absence of adequacy decisions, transfers from the European
Economic Area (EEA) to the UK will need to comply with EU GDPR transfer restrictions.
We will keep our guidance under review and update it as the situation evolves. There are
changes to how to receive personal data from the EU and action you may need to take on
data protection. Please continue to monitor the ICO website for updates”.

NOTE 1:
On top of the existing legislation, the UK government has issued a statutory instrument
titted ‘The Data Protection, Privacy and Electronic Communications (Amendments etc) (EU
Exit) Regulations 2019'. In simple terms, this amends the original law and merges it with
the requirements of GDPR. The outcome will be a new data protection framework known
as the ‘UK GDPR'. It is understood that there is virtually no difference between the UK
version of GDPR and the current EU regime. So, for the meantime at least, you should
continue to comply with the requirements of the EU GDPR. (ICO 31/12/2020).

NOTE 2:
The outcome of negotiations on the UK’s adequacy status is not yet known.
Therefore, it is well worthwhile ensuring your 'business' is compliant under the current
GDPR regime. At the very least, this should help you stay on the right side of the new UK
GDPR standard once it's released. (Extract from Cyber/Business Resilience January
2021)


https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made
https://www.legislation.gov.uk/uksi/2019/419/introduction/made

NOTE 3:
General comment — It would appear, as previously stated; that there is unlikely to be
significant change in UK Domestic UK GDPR for some time, with most of the current
debate concerning changes being UK/EU related. (Comment: Bob Bertram, Branch
Governance/GDPR Lead January 2021)

These Amendments approved by Branch Committee/Trustees on 28th January 2021

George Prentice BEM
Chairman

28/1/2021
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1. CONTACT DETAILS OF ORGANISATION

Edinburgh, Lothians and Borders Branch — RAF Association contact
via:

George Prentice BEM

Branch Chairman/Trustee Tel: 01890

771230 eMail:

chairman@edinburghrafa.org.uk

2. BASIS OF BRANCH DATA PROTECTION POLICY & PROCESSES (GDPR)
Article 5 of the GDPR requires that personal data shall be:

a) processed lawfully, fairly and in a transparent manner in relation to
individuals;

b) collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes;

c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed;

d) accurate and, where necessary, kept up to date; every reasonable step must
be taken to ensure that personal data that are inaccurate, having regard to
the purposes for which they are processed, are erased or rectified without
delay;

e) keptin a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data are processed,;
personal data may be stored for longer periods insofar as the personal data
will be processed solely for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes subject to
implementation of the appropriate technical and organisational measures
required by the GDPR in order to safeguard the rights and freedoms of
individuals; and

f) processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures.”
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ASSESSMENT

The Edinburgh, Lothians and Borders Branch of RAFA Committee/Trustees
understand the importance of data protection and the impact it can have on
individuals and organisations. The Branch Trustees accept their
responsibilities under DPA legislation and undertake to comply with the
legislation, guidance/good practice; and in compliance with the RAF
Association Personal Data Protection Policy and Standard Operating
Procedures.

3. LAWFUL BASIS FOR PROCESSING (AND SHARING)

The lawful basis for processing are set out in Article 6 of the GDPR. At least one
of these must apply whenever you process personal data:

g) Consent: the individual has given clear consent for you to process their
personal data for a specific purpose.

h) Contract: the processing is necessary for a contract you have with the
individual, or because they have asked you to take specific steps before
entering into a contract.

i) Legal obligation: the processing is necessary for you to comply with the law
(not including contractual obligations).

j) Vital interests: the processing is necessary to protect someone’s life.

k) Public task: the processing is necessary for you to perform a task in the public
interest or for your official functions, and the task or function has a clear basis
in law.

[) Legitimate interests: the processing is necessary for your legitimate interests
or the legitimate interests of a third party unless there is a good reason to
protect the individual’s personal data which overrides those legitimate
interests. (This cannot apply if you are a public authority processing data to
perform your official tasks.)

ASSESSMENT

As part of this overall review, a 3-part ICO recommended test in relation to
'legitimate interest' (Legitimate Interest Assessment/LIA) has been carried out.
As a result of this test, the Branch Trustees have re-assessed the relevant lawful
basis for processing; and have concluded that the following apply:

'‘Legitimate Interest' is the most flexible lawful basis for processing, but cannot be
assumed to be the most appropriate. It is likely to be most appropriate when
individual's personal data is used in ways they would reasonably expect and which
have minimal privacy impact, or where there is compelling justification for the
processing.
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The branch committee/trustees understand that by relying on legitimate they are
taking on extra responsibility for considering and protecting people's rights and
interests.

The results of the Legitimate Interests Review is published as Annex A. of this
document.

4. DATA PROCESSING IMPACT ASSESSMENTS (DPIA)

The GDPR includes an obligation to conduct a DPIA for types of processing to

result in a high risk to individuals’ interests.
Types of processing that automatically require a DPIA:

« Systematic and extensive profiling with significant effects:
« Large scale use of sensitive data:
« Public monitoring:

« New technologies: processing involving the use of new technologies, or the
novel application of existing technologies (including Al).

« Denial of service: Decisions about an individual’s access to a product,
service, opportunity or benefit which is based to any extent on automated
decision-making (including profiling) or involves the processing of special
category data.

« Large-scale profiling: any profiling of individuals on a large scale.
« Biometrics: any processing of biometric data.

« Genetic data: any processing of genetic data, other than that processed by an
individual GP or health professional for the provision of health care direct to
the data subject.

- Data matching: combining, comparing or matching personal data obtained
from multiple sources.

« Invisible processing: processing of personal data that has not been obtained
direct from the data subject in circumstances where the controller considers
that compliance with Article 14 would prove impossible or involve
disproportionate effort.

« Tracking: processing which involves tracking an individual’s geolocation or
behaviour, including but not limited to the online environment.

« Targeting of children or other vulnerable individuals: The use of the personal
data of children or other vulnerable individuals for marketing purposes,
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profiling or other automated decision-making, or if you intend to offer online
services directly to children.

« Risk of physical harm: Where the processing is of such a nature that a
personal data breach could jeopardise the [physical] health or safety of
individuals.

ASSESSMENT

A full DPIA Assessment was considered in August 2020 and having reviewed all

the types of processing that might result in a high risk to individual's interests; the
Branch Trustees concluded that a full DPIA was not relevant at this time, but this
will be re-assessed during any future Review.

The DPIA consideration is published as Annex B. of this document and the full
assessment published on the branch website under '‘Governance'.

5. PURPOSES and NECESSITY for DATA PROCESSING

The necessity for Data Processing includes the collection, storage and processing
of data pertaining to Branch Members and Non-members who have an interest in
what we do; and is necessary for enabling contact to keep them up to date with the
activities of the branch. In addition, a 'Legal Basis' applies as the branch is registered
for Gift-Aid and as such is required to retain and subsequently process claims for
gift-aid.

ASSESSMENT

The Trustees have agreed that the Branch should register annually with the
Information Commissioner's Office (ICO) as a “Data Controller”. It should be noted
that an ICO 'self-assessment’ was carried out as part of this review and it
confirmed that the Branch Committee/Trustees should continue to be deemed the
'‘Data Controller' and may act as Data Processor as necessary. The results of this
guestionnaire also suggested that the operations of the branch could be assessed
as 'being exempt' from paying the annual fee for registration, but this can be paid if
desired. This self-assessment is published on the branch website under
‘Governance’.

6. CATEGORIES OF INDIVIDUALS AND CATEGORIES OF PERSONAL DATA

For Branch Members — this data will include Membership Number, Name,
Address, Phone Number (if supplied), Email Address (if supplied), Original
Membership start date, Expiry date of current membership subscription and type
of membership i.e. Ordinary (Full), Associate, Life, Honorary or Serving. It
should be noted that branch officers now have access to the RAFA Membership
Data Base via the Member's Portal.
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For Non-Members — this information can include Email Addresses, Postal
Addresses and Telephone Numbers.

7. DATA PROCESSOR OR DATA CONTROLLER ?

Personal data

The GDPR applies to ‘personal data’ meaning any information relating to an
identifiable person who can be directly or indirectly identified in particular by
reference to an identifier.

The GDPR applies to ‘controllers’ and ‘processors’.
+ acontroller determines the purposes and means of processing personal data.

* aprocessor is responsible for processing personal data on behalf of a controller.

ASSESSMENT

The Branch Committee/Trustees, having re-assessed our use of data and how we
process it; have agreed that “for Branch Members and Non-members alike”, the
Branch Committee/Trustees are Data Controller and Data Processor as
appropriate. In addition, the Trustees assess “Branch Partners” i.e. RAF Air
Cadets, 603 RAF Reserve Squadron, Church of the Good Shepherd Murrayfield
Edinburgh and local Veterans Breakfast Clubs (and similar) as “organisational
entities” and therefore not relating to an “identifiable person”.

For Membership and Non-member purposes the Branch will be a Data Controller
and Data Processor as necessary. An individual within the branch should be
designated as 'Data Protection Lead', reporting to the Branch Chairman/Branch
Committee/Trustees. Other relevant and authorised individuals may be nominated
as Branch 'Data Extractors'.

“Data Extractor’- A person who takes data from data sources like the database,
which may then be used for further activity. For example, the Membership
Secretary and or Branch Secretary running a report to pull off a table of contact
details for Branch members; or a person using the database to compile and send
out information on events/visits i.e. Branch Social Secretary.

8. DETAILS OF TRANSFERS TO THIRD COUNTRIES

(Not applicable)

9. PRIVACY & ELECTRONIC COMMUNICATIONS REGULATIONS (PECR)
PECR (EC Directive) Regulations 2003, sits alongside the Data Protection Act and
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GDPR. They give people specific privacy rights in relation to electronic
communications. The rules only apply to specific organisations that provide a
public electronic communications network or service. The previously issued
ADDENDUM to the branch GDPR Policy dated 26 July 2018 still applies i.e. that
these rules do not apply to the operations of this branch. See Annex C. for
Branch Assessment.

10.RETENTION SCHEDULES

These may vary in accordance with the need of “business and other obligations”.
However, the basic principle of “no longer than is necessary” will apply. The RAF
Association “Personal Data Privacy Standard Operating Procedure (SOP003),
Personal Data Retention and Demand” provides detailed guidance on this
aspect.

11.DESCRIPTION OF TECHNICAL AND ORGANISATIONAL SECURITY
MEASURES

The measures taken by the branch to ensure personal data is kept secure
include Password protected Personal Computers, limited use of BC email
circulations, individual (Trustee) data protection also includes password
protected computer facilities, 'Data Traveler USB, and physical security for
hardcopy data i.e. address books etc. which will be kept secure. The branch will
also comply with the “RAF Association Personal Privacy Policy” currently in
force; and this Policy can be read in conjunction with the Association Information
Environment Security Policy (ICT Security Policy 1.0), and the relevant Standard
Operating Policies (SOP's) — all available on Members Portal (RAFA Website) —
under Documents/Policies & Procedures.

NOTE:

Members, volunteers and others with whom Association data has been shared
may be personally liable for any breach of DPA/GDPR.

12.RECORDS OF CONSENT

« Individuals can consent to processing; but

« Consent means offering individuals real choice and control

« Consent must be a positive opt-in

« Consent can be withdrawn at any time (by the individual)

« Verbal consent is acceptable (but not encouraged); and must be recorded.
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« See Lawful Basis for Processing at 3. above; in addition, a Branch Privacy
Notice (Members and Non-members) is published as Annex D.

13.CONTROLLER-PROCESSOR CONTRACTS

Whenever a controller uses a processor it needs to have a written contract in
place.

The contract is important so that both parties understand their responsibilities
and liabilities.

Processors must only act on the documented instructions of a controller. They will
however have some direct responsibilities under the GDPR and may be subject to
fines or other sanctions if they don’t comply.

ASSESSMENT

Within Edinburgh, Lothians and Borders Branch; a contract exists between the
corporate body RAFA and the Branch Committee/Trustees, this contract is
renewed annually.

The Branch DPA/GDPR Lead (who may act as Data Processor and Extractor)
will “de-facto” may have a documented contract binding himself/herself to
another authorised individual within the branch.

No other formal contracts are undertaken by the branch trustees.

14.THE LOCATION OF PERSONAL DATA
(SEE PARAGRAPH 11.)

15.RECORDS OF PERSONAL DATA BREACHES

Any breaches or suspected breaches will be notified to the Information
Commissioner within 72 hours; and to Branch Trustees, and RAF Association
Data Protection Officer as soon as possible, the results recorded as part of this
document.

“A Breach — is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosures of, or access to, personal
data”.

“A Serious Breach — results in significant adverse effects of individuals, which
include emotional distress, and physical and material damage”.

ADVICE:
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“Minimising the information held (e.g. Names and contact details only) restricts
the potential damage caused”.

16. INFORMATION REQUIRED FOR PROCESSING SPECIAL CATEGORY
DATA OR CRIMINAL CONVICTION AND OFFENCE DATA UNDER THE
DATA PROTECTION BILL

a) Generally Not Applicable; however

b) The Branch Honorary Welfare Officers and Assistant Welfare Officers (who
may also act as Area Welfare Caseworkers & Befrienders) may record and
process special category data (sensitive data) for those of the RAF Family
who are experiencing difficulty and requiring the assistance of the Association
; or other relevant charities/agencies. This data is strictly controlled under the
RAF Association Data Protection policies by the RAFA Data Controller (the
corporate body)

17.BEFORE GDPR

In January 2016 a “Data Pack” was issued to all RAFA Branches & Clubs in
relation to the Data Protection Act 1998; and published on the RAFA Website
Members Portal. This Policy and related guidelines were circulated to all Branch
Committee/Trustees and active volunteers within the branch. In addition; our
Branch Membership Secretary registered with the Scotland & NI Area Office as
the “Branch Data Processor Lead”. The issue was highlighted at the branch AGM
on 24 March 2016 and subsequent branch meetings.

Although the branch were in support of a high level of data protection throughout
the Association — there were some concerns that the Policy and Guidelines did
not relate to “branch operations” and these concerns were relayed to the RAFA
Interim Data Protection Officer accordingly.

18.GDPR 2018

a) In January 2017, due to media exposure, the Branch Trustees became aware
of of the General Data Protection Regulation (GDPR) 2018; and as a result
made enquiries of the Chief Information Officer at RAF Association
Headquarters in Leicester, and also researched the Information
Commissioner's (ICO) website. Initially this was to clarify if charities would be
subject to these regulations?

The response received from RAFA HQ was in the affirmative and the branch
was advised that guidance would be issued to RAFA Branches in due course.
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b) In March 2017 the Chairman of the RAFA Information Environment (IE)
Committee issued a draft Personal Data Protection Policy and a number of
Standard Operating Procedures (SOP's); this for consultation. The IE
Chairman stated “that Personal Data Protection would be strengthened by
the implementation of GDPR 2018 and that the Policies and SOP's would be
enhanced as they emerged.

c) On 8 March 2017, the RAFA IE Committee issued the updated versions
(originals created December 2013) of the Association's Data Protection
Policy.

d) Atthe end of March 2017, the Edinburgh, Lothians and Borders Branch
submitted responses to the draft consultation documents. In early April 2017
the branch was advised that some our suggestions had been incorporated
into the new documentation, particularly as they affected RAFA Branches
themselves.

e) In May 2017, branches were reminded (via Area Newsletters) i.e. “that The
Association has a legal obligation to protect personal data in conformance
with the Data Protection Act (DPA)1998”; and “that the Association's Data
Privacy Policy, together with the associated Standard Operating Procedures,
describe the measures necessary for the Association and its members to
comply with the DPA”.

In addition; “at branch level this means that any personal data held about
branch members must only be used for legitimate Association purposes and
that all personal data must be kept under strict control and not inadvertently
shared or made available for unauthorised use”.

Branches were also reminded “that the Association is only able to share
personal data with branch officials who have agreed to use such data in
compliance with the Policy; and have signed the Annual Certificate of
Compliance for the protection of personal data”.

It should be noted that the Edinburgh, Lothians and Borders Branch had
already complied prior to this reminder being issued from RAF HQ in Leicester
— and continued to do so.

f) In February 2018, the Branch Trustees were becoming concerned that no
further guidance was being received from RAF HQ. As a result the Branch
Interim Chairman and Nominated Data Protection Lead made enquiries of
Scotland & NI Area Office and the Chief Information Officer for RAFA in
Leicester. This enquiry resulted in advice that DPA/GDPR considerations
were still at the Working Party stage; and links to various sources of
information on GDPR were given.

At this point, the Trustees agreed that as an independent charity the Branch
required to assess the implications of GDPR for itself; and under the guidance
and efforts of the Nominated Branch DPA Lead, commenced outlining what
the branch required to do to comply with GDPR 2018.
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g) On 8 February 2018 the Branch Interim Chairman issued an update on our

deliberations to Trustees and Members- these being published in a Branch Quarterly

Newsletter and on Branch Facebook page (and thus the Branch Website). This
further advised on the forthcoming implementation of GDPR on 25 May 2018; also
listing the rights of individuals in relation to this legislation. The paper also advised
“that, on the whole, the rights of individuals under GDPR are the same as those
under the DPA 1998, but with some significant enhancements”.

In addition, on 25 February, attendees at the Branch Annual General Meeting
were advised of GDPR implications and progress to date.

h) Post Branch AGM a small group of Trustees and interested members
“brainstormed” where we were with GDPR and formulated an outline Action
Plan to take us forward. This Action Plan focused on AWARENESS,
INFORMATION HELD, CONSENT, CONTINUED EFFORTS TO RECEIVE
BRANCH SPECIFIC GUIDANCE FROM RAFA HQ, WHO WILL BE
RESPONSIBLE?; and PRIVACY NOTICES. Thereafter updates on GDPR
were provided at every Branch Monthly Meeting.

i) Various email communications between Trustees, Branch Chairman/DPA
Lead with RAFA HQ took place; although not ideal- did enhance the branch's
understanding of DPA and GDPR.

J) In March 2018 RAFA HQ in Leicester commenced publishing “Branch and
Club Communications Papers (General Data Protection Regulation”. These
papers covering various aspects of the new regulations.

k) At S&NI Area Conference in Glasgow in April 2018, our HWO, Branch
Secretary and Chairman were fortunate to have a conversation with the
RAFA Director of Governance; this with a view to clarifying information she
shared during her “Governance” presentation at Conference. She provided
some interesting and useful clarifications on GDPR that have been
incorporated into this document.

[) Due to the dearth of branch specific guidance emanating from RAFA HQ in
Leicester; the Branch Trustees were in agreement that the DPA Lead and
Chairman should continue with our action plan; and ensure we are complying
with the new GDPR, in particular with regard to informing Members and
others who for whom we hold data.

m) On 14th May 2018 the Branch DPA Lead & Chairman circulated our agreed
Privacy Notice for Members & Non-Members (including Branch Helper/Visitor
contacts); these formed Annex. A & B of the original Branch DPA/GDPR
Branch Policy Document. At the same time these Privacy Notices were
published on the Branch Facebook page and in a prominent position of the
Branch Website.

'DATA PROTECTION: GENERAL DATA PROTECTION REGULATION (GDPR) / PRIVACY and
ELECTRONIC COMMUNICATIONS (PECR)' — Version 2.1



19.CONCLUSION

a) It was expected that the original document would act as a reference for Data
Protection compliance in the future and that it would be kept updated and
subject to future reviews.

b) In August 2020 the Branch Committee/Trustees agreed that the nominated
DPA/GDPR Lead would undertake a full review of the 2018 Branch GDPR
Policy Document. This review would include consideration of a Data Protection
Impact Assessment, a review of Privacy Notifications for Members & Non
Members, Legitimate Interest/Lawful Basis and an assessment of the need to
continue registration and the payment of an annual fee to the Information
Commissioner's Office (ICO).

c) This review has considered all relevant sources of information: including
RAFA, ICO, OSCR guidance and documentation.

d) The draft Review document was submitted to the Branch Committee/Trustees
on 24/9/2020 with a subsequent agreement that it be adopted with effect from
that date. The new document will be published on the Branch website and
available for reference by all.

20.RELEVANT DATA PROTECTION LINKS

Edinburgh, Lothians and Borders Branch RAFA, Website http://edinburghrafa.org.uk/

Edinburgh, Lothians and Borders Branch RAFA, Facebook page

https://www.facebook.com/RAF-Association-Edinburgh-Lothians-and-Borders-
Branch-584393681650950/

RAFA PERSONAL DATA PROTECTION POLICY (on Members Portal)

https://www.rafa.org.uk/

RAFA Privacy Policy

https://www.rafa.org.uk/privacy/

ICO Website

https://ico.org.uk https://ico.org.uk/global/contact-us/advice-service-for-small-

organisations/.
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Office of the Scottish Charity Regulator (OSCR) https://www.oscr.org.uk/managing-a-

charity/general-data-protection-requlation-gdpr

21.RECORD OF ONGOING REVUES

VERSION

DATE

ACTION

REASON

PERSON

Draft

May 2020

Draft

Bob Bertram
MBE

Branch
Nominated Data
Protection Lead

1.0

September 2020

Publish

Bob Bertram
MBE

Branch
Nominated Data
Protection Lead

2.0

January 2021

Amendment

Cover Page
Amended

Bob Bertram
MBE

Branch
Nominated Data
Protection Lead

2.1

January 2022

Review

Review

Dave Prior

Branch Trustee
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ANNEX A.

@ COOD GOVERNANCE @ ROYAL
PROGRAMME AIRFORCES

Association

The charity that supports the RAF family

EDINBURGH, LOTHIANS and BORDERS BRANCH
{a charity registersd in Scotland: SC009110}

At a glance (extract from ICO guidance)

“Lagitimeta Intarests Is tha mast flaxible wiul basls for processing, but you cannat
assume It will always be thwe most appropriate.

=It Iz lIkaly to be most appropriate where you use paople’s data In ways they would
reasohably expect and which have a minimal privecy Impact, o whers there Is
campelling justiffcation far the processing.

«If you choose to rely on legitimate Interests, you are taking an extra respansibiiity
for conskdaring and protecting peopla’ rights and Interests.

Thaere are thres siemsnis to the legitimate Interssts hasln. It helps to think
of this o B three-part test. You need bo:

. [dantHy a legitimata intarest;

show that tha procassing Is nacassary to achleve it; and

sbalanca it against the Individual‘s Intarests, rights and freedoms.

*The lsgiimate Interests can be your own Inberests or the Interasts of third partes,
*The precessing must be necessary. If yau can reasonably achleve the same result In
another less Intrusive way, legiimate Interests will not apply.

*Yau must balance your Interests against the Individuals. If they would not
reasonably expect tha processing, or if it would causa unjustified harm, their
interests are Nkaly to ovarride your legitimate Intarests,

*Kaap a record of your lagitimata Intarests aasessment (LTA) to help you
demonsirate compllance i required.

*You must Indude detalls of your legiimate Interests In your privacy Informaton.

Identilying 'Legitimats Interest’

The Edinburgh, Lethlans and Borders Branch of RAFA Is 3 mambership organisation
and a registered charlty In Scotland {(SCO09119). It nasds @ recrult and retain
members o ensure the branch Is sustainable and aksa that it requires volunteers far

evarything k doas.

for Daia Processing
Tha collecton, storage and processing of Mambars and Non-membars who have an
intarast In what we do; I8 necessary for enabling cantact to keep them up ta dats on
the acthites of the branch. In additlon, branch Is registered for ‘Gift Akl’ and as
such Is required to retain, subsequently process clalms and thers Is a 'Lagal Basls'
for data processing.
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Individuals Rights and Freadoms

The branch will protect Indhdduals Rights and Freedoms under the relevant
legislation and guldance, partculardy In relation to Data Protection/General Data
Pratection Requlation {GDPR) and Privacy and Elsctronks Communications
Regulations (PECR). Membears and Non-members of the branch are deemed to have
shared thelr personal contact dstalls freely, have bsen Informed and reminded of
thelr rights along with advice an haw to opt out of receiving electronic and other
means of communication. In all our communications with Members and Non-
members [t Is explicit that the branch will only uss their personal data as they would
reasanably spact.

Checldint (x=completed in the Affirmative)

X We have checked that lkegitimate Interaste i the most apprapriate basls.

X We understand our responsibliity o protect the Individusl’s Interests.

X We have conducted a legiimate Imterests sssessmant (LIAY and kept a record of
K, to ensura that we can justify our deciskon.

X We have [dantified the relevant legidmets Intarests,

X Wa have checked that the processing 18 necessary end thers I8 na less Intrusive
way tu achleve the s5ame result

X Wa hava done a balandng test, and are confidant that the Indhvikual’s Interests do
not override those legiimate Intarasts.

X We anly use Indhividuais’ data In ways they would reasonably expect, uniess we
hava a very good reeson.

X We are not using people’s data Tn waya they would find Intrusive or which could
cause them hamm, unless we have a very good reason.

X If we process chikiren’s data, wa take axtra care to make sura wa protect thair
Intarests.

X Wa hava canslderad safeguards to reduce the Impact whare peesible,

X We have cansiderad whether we can offer an opt out.

X If our LIA |dentifles a significant privacy Impadt, we have considered whether we
alzo need to conduct a DPIA.

X ¥a keep our LIA under review, and repest it If circumstances change.

X Wa Inchude Informeation about eur lsgitimate Interssts In our privecy Infarmation.

Afull Leghimate intoreat Asseserment {LIA) has been caried out and agraed by the branch
CommbeaTrusises. This asssssment will be publiahad on the Govemnence page of the
branch websits. This chackiist will form part of the wiewsd branch GDPR/PECR policy
review docurment In addition, Legitimate Inbesnsst and Lawful Basis will be inchrded in
hranch privacy statements.

i should be noted that an Axsqssment with regard ¥ PECR and i Implications for the
branch hea bean camied put separisly and will bs publishad pn the branch'a webalis and
refemed fo in the Branch Privacy Notice.

Review carmied aut an bahalfl of tha branch Committea/Trustess {Data Comtroller).

Baob Bertram MBE
REGISTERED

Branch Govemancs Lead {non trusies)
9 Septamber 2020
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ANNEX B.

@ I o ANCE ®roy4aL

PROGRAMME AIRFORCES
Association

The charity that supports the RAF family

EDINBURGH, LOTHIANS and BORDERS BRANCH
{n charity registered in Scotland: SC008110}

Intreduction

A lessar known requirement of GDPR is that "any time a new project is commencad that is
likely §o0 involes 'a high risk’ to other psople's personal information; a DPIA should be
considared by the Data Controler.

Articla 35 of GOPR covers DPiA'a and atalca “Where a type of pracessing In particular
using new tachnologies, and taking Inio account tha purposea of the procsasing, s Tkely to
resuk in & high risk #o the rights and freedoms of elevant subjacts prior to processing,
oAy out an assesament of the impaot of the envisaged processing of personal data®.

1

1.

nd
Tha Edinburgh, Lothians and Borders Branch (commitiwe/trusieoes} is deemed o be
tiw 'Data Prooessor for the purposes of dala protection under GDPR; this mnitially
{within the Branch's Data Pratection Pollcy) was soledy for RAFA Branch Membery'
and under Teghimata Inorest™.
Thes policy wea emended soms tims ago to nomineta the branch =a 1 Duin
Controller’ for ‘Non-members'.
The policy was further amended (in consideration of the mpact of Cond-10) to
Inciude the branch Xmas Card Cantact List' and 'Branch Social Contact List'; who
may or not ba RAFA mambera.
Ths branch Is registared with The Information Commisalonar's Office (ICO) ez a
Duta Cornirolar for theas groups refemed o at 2. & 3. above.

)

Although tha descriptiona and exampioa provided In guidanca do not appear o
apply o cur oparations as a branch; the gukiance also states “t may atil bs prudant
o conduct 8 DPLA #o minimize our liabiity and snsure bast practices for data
sscurity and privacy ane being folowed in our organisation. So do # anpway?
This GDIPR article refers ta "high risi’. Are our date profeation operetions high
risk"?

Ths branch hea siready addressad riaka in relation to the Xmas Card & Soclal
Contmct lists and hes dacided to include them under “legitimets imemest” Bs par for
member — at loast during the current Covit-18 pandemic. [Cis unclsar at this time
whether this action Is strictly legitimate under GDPR; but does provide evidence
that under the curment pandemic doing sa la actively protecting and conskiering the
Imteresta of thoss wha may not bs RAFA membara — end thasa dadslons heve bsen
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mege by the committesitrustess In this group’s best Intenast, recorded i the
dacislon minuisa and akianduma to the branch GDPR Pelicy formulated, approve
and publahed.

Conclusion{s} (In relation to the abows)

1. The nacesaary actions with regard to DPIA do not appear bo apply to tha operations
of the branch.

2. The operations of the branch under GDPR and the new amendments are not
deamsd to ba high riek’.

3. By carying out this DP1A review; the branch hes considered the need for such an
assesament and the reaults of the review will bs includsd In the Auguet 2020 Full
Review of the Branch GDPR Policy.

Recommendationis)
1. That this review ls approved by tha Branch Committea/Truatess,
2. That this review ba Included In the Full Branch GDPR August 2020 Review.

Bob Beriram MBE
Branch Life Vice Presldent/Governancs Lead

10 Auguest 2020

Zeorivh Ty ol e et Vet e Gaen
WRVAOCT TR YR M IR e e AR N e g
Hinhse sl iy
B TR
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ANNEX C.

@ I o ANCE ®roy4aL

PROGRAMME AIRFORCES
Association

The charity that supports the RAF family

EDINBURGH, LOTHIANS and BORDERS BRANCH
{n charity registered in Scotland: SC008110}

PRIVACY and ELECTRONIC COMMUNICATIONS REGULATIONS {PECR)

BRANCH ASSESSMENT
1. Introduction
PECR are the Privacy and Electranic Communicetions (EC Directive)
Regulations 2003.

The PECR ait alongside the Data Protection Act and the GDPR; and they give
people spacific privacy rights in relation o slecironic communications. There
are specific rules on:

L
L ]
»

»
>

NOTE:

markeling calls, emails, taxis and faxes;

coaldes (and simBar technologles),

keeping communications services secure; and

customer privacy as regards treffic and Iocation data, temised bllling,
line Identification; and directory listings.

Z. Do PECR apply to me?

Some of the rules only apply to organisations that provide a public
electronic communications network or service. But even If you are not
a network or service provkier, PECR will apply to you i you:

markat by phone, emai, text or fag

usa cookdes or a similar tschnology on your website; or

compile a telephone directory (or a similar public directory).

if emailing Newslettars you nead consent to amail; this tsn't GDPR but PECR.
Newsalstitors that ancourage voluntesring, fundralsing or promote the
work of the organizsation are regarded as marketing and emall marikating
not only has to comply with GDPR but PECR as well. PECR requires
‘positive, apt-in consent’ Ve hava bean advisad that opi<n consent would
mainly be an ssue for our ‘Non-members’; as consant fromifor RAFA
Members Is collected by the corporate body |.e. RAFA

Advice has suggested that key section 44 of PECR 'Direct Marketing' is not
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limited to advertising goods or garvices for sala. It also includes prometing an
organisation's alms and ldeals. This means that the direct marketing rules In
Daim Protection and FECR will apply to the promotional, campalgning and
fundraising sctivities of not-for-profit organisations. For example, & charity or
political party contacting particular Indiviiuals to appeal for furcis or votes, or
cortacting supporters o encourage them o write to their MEP/MP or attend a
public meeting or rally, would be covered by the direct marketing. Thersfore
contacting our Members about thair membership or inviting them to an AGM
isn't marketing, but other activities would fall within the definition.

{extract from PECR}
“You must not sand marketing emalls or texts te Individuals without spacific

{

{e-r0=-1

(3 CHL AL

marketing/elecironic-mailma

However; there |s an option that has been suggested l.e. that we adopt
the "soft opt-in rule’ that would apply to Members of the branch, and
also Non-members "aa they provided us with thalr emall detalls In the
firat place. It will ba incumbeant on the branch o ensure both groups are
Informed 'up front' and this re-tterated In tha Branch Privacy Notice. However
this can only apply to existing members & nan-mambers |.e. you may be able
o small or text your own customers, but it does not apply to to prospective or
new contacts. [t also does not apply to non-commarcial prometions e.y.
charity func-ralsing or poliical campalgning.

It would appear that the bottom ne ankd key issue is that “sll things date
protaction are to protect the Individual and only use their personal data

as they would expect”.

Conclusions

It should be nated that the Branch Comimittes/Trustees cansiderad the
implications of PECR In 2018 and on 28 July 2018 an Addendum to the
branch GDPR Policy steting "that efter due consideretion it had bean decided
that PECR did not apply to the branch”. However during the current review of
the GDPR Pdlicy, furiher research and acivice from the corporate body RAFA
has indicatsd that PECR does indeed apply to charities and thet the
implications of '"Marketing’ in particular required to be re-considered. In
addition; as a practical working option for the required 'consants' in relation to
our Members and Non-members, the option of 'Soft Opt-in' has bean
congiderad.

Az result of this asseasmeant; as Branch Govemance Lsad | maka the
follewing recommeandetions to the branch committee/irustees.
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Recommendation{s)

That the Branch CommiltteeTrustess agrsa to the fallowing
recommendations and that the resulits of this assessment will be
reflected in the Amended/Updated GDPR Pulicy document, now to be
termed "Branch Data Protection GDPR/PECR Puolicy’.

1. That the branch accepts that PECR does apply to the branch and
that the implications will be considered in all that we do.

2. That the Branch Privacy Notice to Membera & Non-members will
make raference to PECR as well as GDPR.

3. That Membaers and Nen-members will be adviged and reminded of
thalr fghts as Individuals In relation to 'soft opt-n' permissions and the
right to opi-aut &t any tima.

This PECR Assseament has bean carried out in conjunction with a review of the Branch
GDPR Policy. This on behalf of the branch CommittesdTrustess.

Bob Beriram MBE
Branch Life Vice President/Governance Laad (nan frusiee}

24 Sepbember 2020

OSCR g
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ANNEX D.

@ COOD GOVERNANCE @ ROYAL
PROGRAMME AIRFORCES

Association

The charity that supports the RAF family

EDINBURGH, LOTHIANS and BORDERS BRANCH
{n charity registered in Scotland: SC008110}

Dear MembenFrisnd

Whether you ans a registensd member of the branch, a RAFA member but not a member of
this branch of not & member of RAFA but someans who has at some stage sxpressed an
Intanest In our evanta andiar the work we do; wa ane obligad under the above regulationa
© ensure thet you are Informed of cur branch privacy amangaments and your rights under
tha above regulations.

Membars {of the Edinburgh. Lothlans and Barders Branch)

The data (Information we hald & procosa) will, for Membars be basic contact Information
l.&. namea, addrassea, telsphone numbars and emall adirsssaa (not saneltive personal
duin); this deta is extracksd from the RAF Asscciation Mambership Dais Base a3 allowed
uncier twses regulations and RAFA policies and procsdures. Ve will uss this information to
keap I touch with our branch members, to sand them branch newsistters, let them know
about events and opportunities for fund-raleing and volunteering.

It hea siwwya bean underained thet membara of RAFA have frealy provided this
information end that i is sccepted that the processing of such daie is necessary for the
legitimabs interset of bath the member and the branch'.

As & result of the ahove, them Is no requirement far an ‘wplick, unambigusus permission
statoment’ from Membera. However, membara still hava tha Individual right to roqueat that
thair parscnal dute la not uead by the branch for communicationinformaticn sharing
purposss. if you do not want to mcasive communications from us, please contact us.

It should be neted howsver, that although such a equest will be honoured by the branch,
the member may il recelve communications from the corporste hody (RAF Association).
You can cortact The Association to updale your preferencea at 'privacyfhirafa. arg.uic.

NOTE:

Tha branch welfars team may akso collect, stora and process personalizensitive deta as
part of their nole a3 Branch Honorary Walfars Cfficers andéor RAFA Welfars
Casowarikers/Befrienders. Data Protection armangsments wil be controlled and managed
by the corporate hody The RAF Association.

In tsrms of 'Privecy of Elactronic Communications Ragulations {PECR) and malating to
Markating, a 'Soft Opt-irf s allowsd i.0. 'exieling oustomers’ who have irsaly givan their
contact detalls and did net ept-our of marketing messages ana presumed b be content to
recalve aimilar Information from the branch. However; It Is explcit In tha PECR rulea that
a clear opportunity to ‘ppt-cut’ muat ba givan, both whan detalls ere first collacisd and In

'DATA PROTECTION: GENERAL DATA PROTECTION REGULATION (GDPR) / PRIVACY and
ELECTRONIC COMMUNICATIONS (PECR)' — Version 2.1



oy such subsequant messages Sent.

It should bs noted that the branch | registerad with the 'Information Commissicnara Office
{ICO) =5 n Datm Controller’.

Non-members

The data that we hold for non-members will ba restricted to that which you have ghwen us
and Is gsnenally baskc contact Informetion.

Due to the Covid-19 pandamic, the branch commitiesfirusiess were of the view that the
branch should use the psrsonal nformation of non-membaere to mainiain supporting and
Informative contact with you &% nen-memben, negardiess of why you Initlaly previded Kk te
us. An awalfans charity we warrted to make aur that you wans O The lawiful bania for
this use of your data wes Tagitimete intersst’.

Submequently, as a result of a recsit review of the Branch DPA/GDPR Policy it was it was
decikdad ta that this arangement should be formalieed and this now forme part of the
Branch DPAGDPR/PECR Pallcy.

An n the cass of Membem of the branch, the right not to heve your parecnal data used in
this way miso appliss. If you would ke us to stop coniacting you, plasse let us know.

Censral Privacy Arrangamants

= The branch | registersd with the Infarmation Commiesioner's Cfiice {ICO)es a
'Duta Gontrolier'.

» All permonal data la held and processad securaly ae required undar the GDPR
regulstions ard RAF Assaciation Policies arki Procedursa.

» W do not share your parsonal dats with any other person or oganisation; axcept
o authoriasd persors within the RAF Association,

. ﬁﬁm:lahﬂ"oﬂvbamdmrmrbmoﬂtl.aIogtl‘mtnln‘hmet&MI

| 3

» As previously stated; you have the right to request that your data la not ueed jor
thase purposes. If this la tha case; plesss contact the banch. Howewer thia
removal will only be sctionad by the Edinburgh, Lothians and Borders Branch.
ThersTore you may stil reosive contast/information from the RAF Association isell
I8, the corpanate body.

tha right to be informed

the right of acoess

the right to rectification

s right to srasure

the right to restrict processing

the right te data portablity

the right to oblect, and

the right not to ba aubject to sutomatsd dacielon-making Induding profiing

Individuals have the right to access their parsonal datn.

This is commonly refemed fo &5 'subject access’.

Individuale can makes a subject acosss mgusst verbally o in writing.
The branch will have one month 1o respond o a requast

A foe will not be charged to deal with a request In mest dreumstancss,
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In conclusion; and on behalf of the branch CommiiteedTrusteea and nwsall aa Branch
Chalrman —we teiks the opportunity to thank you for your continusd membarship, intereat

and suppart.

If you hawe any questions, plkase contact me as bakw; or 9ee:
hitpaJico.omg.ukffor-organisationa/gulde-io-the-genaral-data-protection-reguiabion-gdpr?
o

m.ﬂmmm (under Govemancs)

George Prentice BEM
amak chalmman@adnburghmfa.ong. uk

24" Saptember 2020

sToapl (e
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